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SECURE YOUR PC PART 1 - USER ACCOUNTS
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USER ACCOUNTS

In this section different user account types are explained, what each account type is for and how to set
them up.

If you don’t want to read the next section, here’s the short version:

Use a standard account pretty much all the time. Only use an administrator
account when you have to. Which is rarely.

WHAT IS A USER ACCOUNT?

Windows allows for the creation of accounts for multiple users on a single machine. Each user account
can be configured and customized according to the needs and tastes of each individual user. Screen
savers, internet favorites, desktop wallpapers, user-specific files are all stored separately for each
account. This means each user can have a personalized version of Windows.

There are a few different types of user accounts but this guide will focus on standard accounts (aka
limited accounts) and administrator accounts.

Good practice dictates that you should only use an administrator account when you want to make
system-wide changes like installing new hardware or software, accessing files in secure locations (like the
Windows and Program Files folders) making configuration changes to Automatic Updates or the
Windows Firewall or creating new accounts. Think of this account like rock climbing without using any
safety equipment. You could climb that vertical cliff face if you want, but one slip could mean disaster.

Andrew Browne
Lavasoft



LAVASOFT | WWW.LAVASOFT.COM

Standard accounts should be used for day to day tasks like creating documents, surfing the internet,
listening to music and so on. A standard account is still able to make changes to personal settings like
display settings, screensavers, wallpaper, power management, accessibility options and use feature like
Remote Desktop to connect to other computers.

The main benefit of using a standard account is that is can help protect your computer. It prevents users
from making changes that can damage the computer like deleting programs or files that Windows needs
to work properly.

So, without further ado, roll up your sleeves, put on some goggles and a lab coat, light your Bunsen
burner and let’s get started.
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HOW TO SET UP AN ADMINISTRATOR ACCOUNT

WINDOWS VISTA & WINDOWS 7
Use this account for administrative tasks only!

e (Click Start -> Control Panel

@ Default Programs

[&% Desktop Gadget Gallery
L‘_’—ﬂ Evince

@ Internet Explorer (64-bit)
€ Internet Explorer Documents
@ Pidgin
= Secunia PSI Computer
¥ TweetDeck
&} Windows DVD Maker Network
&%) Windows Fax and Scan
 Windows Media Center Control Panel
|§] Windows Media Player
&1 Windows Update
8 WinRAR
<4 XPS Viewer

W 7-Zip

. Accessories

Devices and Printers
Default Programs
Administrative Tools

. Administrative Tools Help and Support

4 Back R

Search pro

grams.and files

7
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Click on Add or remove user accounts

WWW.LAVASOFT.COM

QQ ’@ » Control Panel »

v | 45 | ’ Search Control Panel

Adjust your computer's settings

System and Security
Review your computer's status
Back up your computer

Find and fix problems

Network and Internet
View network status and tasks
Choose homegroup and sharing
options

Hardware and Sound
View devices and printers

Add a device

Programs

Uninstall a program

8,

3

View by: Category ¥

User Accounts and Family
o f ot

>
I Add or remove user accounts

user

Appearance and
Personalization

Change the theme

Change desktop background
Adjust screen resolution

Clock, Language, and
Region

Change keyboards or other input
methods

Change display language

Ease of Access
Let Windows suggest settings
Optimize visual display
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Click on Create a new account

Andy

Administrator
Password protected

Guest
Guest account is off

Create a new account

vwWhat IS @ user acceunty

Additional things you can do
‘E.\' Set up Parental Controls

Go te the main User Accounts page

—_— e
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Name the account appropriately (note Administrator cannot be used to name the account since its

already in use)
Select Administrator as shown
Click Create Account

r o T @ E; ™y
@letﬂ, « Man... » Create... - ;4, H Search Co
s i ls:

Name the account and choose an account type

This name will appear on the Welcome screen and on the Start

|

~) Standard user

Standard account users can use most software and change

system settings that do not affect other users or the security of
he 2

atarsfave complete access to the computer and can
make any desired changes. Based on notification settings,
administrators may be asked to provide their password or
confirmation before making changes that affect other users.

We recommend that you protect every account with a strong
password.

Why is a standard account recommended?

[ Create Account } [ Cancel ]
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e Now we need to set up a password for this account. Click on the new administrator account
you created.

=@ %

@Qv'% « User.. » Manage... v | 45 ‘ | Search Co

Choose the account you would like to change

fjo0y || Andy
‘ rﬁ«-—\} Administrator

Password protected

ComputerAdmin
Administrator

‘ || Guest
| Guest account is off

Create a new account

What is a user account?

Additional things you can do
‘F:p' Set up Parental Controls

Go to the main User Accounts page

e Click on Create a Password

= | B X

@Qo\&& « Man... » Change.. ~ [43 ][ search Co

Make changes to ComputerAdmin’s account
Change the account name p—

| Computerad..
Change the picture \ Administrator

Set up Parental Controls
Change the account type

Delete the account

Manage another account I
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e C(Click on How to create a strong password
o Read the guide
e Enter a password and confirm it in the box below
o Optional
* Read What is a password hint?
=  Enter a password hint
e Click on Create password

=)

@Qv'iﬁ « Cha.. » Create.. - I 43 |[ Search Con.

Create a password for ComputerAdmin’s account

] ComputerAdmin

Administrator

You are creating a password for ComputerAdmin.

If you do this, ComputerAdmin will lose all EFS-encrypted files,
personal certificates and stored passwords for Web sites or
network resources. |

To avoid losing data in the future, ask ComputerAdmin to make a
password reset floppy disk.
eseccscss

If the password contains capital letters, they must be typed the same ||

How to create a strong password

I'I'yr:e a password hint
The password hint will be visible to everyone who uses this computer.
What is a password hint?

[ Create password ]I Cancel
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e You can see now that the account now has a password.
e C(Click on Manage another account to return to the user accounts screen or close the window to
finish.

o
 )%|%, « Man... » Change...
O[5 « Man. s Change.._

Make changes to ComputerAdmin’s account

Change the account name | ———

Change the password ‘ E E:n:ri]n[i)s‘t-‘rtafcfédmm
Remove the password | Password protected

Change the picture

Set up Parental Controls

Change the account type

Delete the account |

IManage another account I
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HOW TO CONVERT AN ADMINISTRATOR ACCOUNT TO A STANDARD ACCOUNT

WINDOWS VISTA & WINDOWS 7

If your main account has been set up as an administrative account, you should change it to a standard
account. Here’s how:

e Login using the administrator account you created above
e C(Click Start -> Control Panel

@ Default Programs
[ Desktop Gadget Gallery
El Evince
e Internet Explorer (64-bit)
€ Internet Explorer Documents
@ Ppidgin
= Secunia PSI Computer
¥ TweetDeck
@] Windows DVD Maker Network
5% Windows Fax and Scan
 Windows Media Center Control Panel
|8 Windows Media Player
& Windows Update
8 winraAR
<4 XPS Viewer

W 7-Zip

. Accessories

Devices and Printers
Default Programs
Administrative Tools »

.. Administrative Tools Help and Support

1 Back RIE

Search programs and files Shut down
] | Shut down |

oy )<

o
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e Click on User Accounts and Family Safety

O@Q) Control Panel » - !4,' || el !

¢ Control Panel Home g 2 .
s R System and Maintenance User Accounts and Family
SSICEIEW Get started with Windows Safety

Back up your computer

up parental controls for any user

@ Add or remove user accounts

Security
Check for updates

2 ! N ,  Appearance and
Check this computer's security status h

A : Window: Personalization
@ Allew a pregram through Windows b0
Firewall Change desktop background

Change the color scheme

Adjust screen resolution
Network and Internet ’

View network status and tasks 3
Set:up file sharing ) Clock, Language, and Region
()2 Change keyboards or other input
methods

Hardware and Sound

Play CDs or other media automatically —zgmas
Printe Ease of Access

rinter ey .
Meioes Let Windows suggest settings

Optimize visual display

Programs
Uninstall a program
Change startup programs

Additional Options

e Click on User accounts

AR
SU-
Control Panel Home
% User Accounts
ange your account picture | ) Add or remove user accounts

2, » Cont.. » User Accounts and Family S... »

System and Securif

! o Change your Windows password
Network and Internet
Hardware and Sound % Earental Controls

@) Set up parental controls for any user
Programs =
e User Accounts and Family | | Windows CardSpace

Safety = Manage Information Cards that are used to log on to online services
app“"’;‘ci.a"d @ Credential Manager

Sl 7 Manage Windows credentials

Clock, Language, and Region

Ease of Access

@ Mail (32-bit)
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e Select Manage Another Account

‘_-’\\e '[% « User Accounts M ] "] [ Search £ l

Tasks
2 Make changes to your user account

Create a password reset disk

Manage your network Change your password

passwords Remove your password ComPUte rAdmin
Administrator

Change your picture Password protected

Configure advanced user

profile properties @ Change your account name
Change my environment @ Change your account type
variables

% Manage ancther account I

Turn User Account Contrel on or off

See also

'y Parental Controls

e C(Click on the account you wish to change

%vl% « User Accounts » Manage Accounts . | 5 I I Search b ,

Choose the account you would like to change

ComputerAdmin
Administrator
Passwerd protected

Andy

Administrator

Guest
Guest account is off

Create a new account

What is a user account?

Additional things you can do
@ Set up Parental Controls

Go to the main User Accounts page
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e Select Change your user account type

Control Panel Home

Manage your credentials
. Change your password
Create a password reset disk
Remove your password
Link online IDs 2 :
| Change your picture

Make changes to your user account

@ Change your account name =

WWW.LAVASOFT.COM

Search Control Panel pel
@ -

Andy

Administrator
Password protected

| uvl?& « User Acc... » Change Your Account Type

Select your new account type

= Andy
ooy
’ E‘*—-‘i‘: Administrator

Password protected

i Manage your file encryption &
\ certificates s
) Vi 71
Configure advanced user I @ Changeyoir Sccaunt bipe l
N profile properties
Chénge yenviioniment "i‘,_f' Manage another account
variables >
# Change User Account Control settings
See also

=)

Search Control Panel p o)

@ Standard user

the security of the computer.

[l Standard account users can use most software and change system settings that do not affect other users or

() Administrator

making changes that affect other users.

Why is a standard account recemmended?

Administrators have complete access to the computer and can make any desired changes. Based on
notification settings, administrators may be asked to provide their password or confirmation before

We recommend that you protect every account with a strong password.

Change Account Type ] [ Cancel
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This account is now a standard user account. Done!

—

Uv’ﬂ?‘ <« User Accounts and Fa...

Contrel Panel Home

Manage your credentials
Create a password reset disk
Link online IDs

i Manage your file encryption
certificates

Configure advanced user
| profile properties

Change my environment
variables

See also

"'p' Parental Controls

Make changes to your user account

Change your password
Andy
Standard user

Password prote...

Remove your password

Change your picture
# Change your account name

# Change your account type

‘@‘ Manage another account

# Change User Account Control settings
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HOW TO SECURE THE BUILT IN ADMINISTRATOR ACCOUNT

WINDOWS VISTA & WINDOWS 7

HOW TO VERIFY BUILT IN ADMINISTRATOR ACCOUNT IS DISABLED

e  C(Click Start —> Right click on Computer -> Click Manage

Islbab03

Documents

Map network drive...

Disconnect network drive..

Show on Desktop

Rename

Properties
Help and Support

Run...

p| NEETETAC

» All Programs

| Search programs and files
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Click on the triangle beside Local Users and Groups to expand
Click on Users

Right click on Administrator

Click Properties

A Computer Man:g
File Action View Help
s 2@ XD = BE
a— (?ompvte« Management (Loul‘ Name Full Name Description Actions
a Y| System Tools A A w3 VMware User Users. e

(D Task Scheduler

Built-in sccount for administes

More Actions »

» @ Eventvi =
Q] v::' :::' SekPasswoed. - Built-in account for guest acce
“Administrator -
4 &% Local Users and Groups Al Tasks 0ot |
Users More Actions >
- Delete
T Group:

» (8 Peformance
2 Device Manager
4 3 Storage
39 Disk Management
£l Services and Applications

< | m (MK m »

Opens the properties dialog box for the current selection.

o Verify that the account is disabled by placing a checkbox as shown. Click ok when done.

Administrator Properties I ? 29 ‘

'l | General | Member Of | Profile

&} Administrator

Full name:

Description: Buulhn account fbr adn{ir{isteﬁﬁg the
computer/domain

| User must change password at next logon

[ User cannot change password

[7] Password never expires

Account is disabled

|_| Account is locked out

ok ][ conc J[ ooy |[ Heo |
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HOW TO SET A PASSWORD FOR THE BUILT-IN ADMINISTRATOR ACCOUNT
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e Right click on Administrator and Set Password

File Action View Help

o 2@AXD I BE

A Computer Management (Local | Name Full Name Description Actions
« §} System Tools _—— . Muace Use : s
) @ Task Scheduler ‘uﬂ!" = =2
» (@] Event Viewer : - - x More Actions >
» 3] Shared Folders TR S
4 3 Local Users and Groups! All Tasks 4 : = =
| Users More Actions >
sy Delete
| Groups
. (S) Performance Rename
@2 Device Manager Properties
4 2 Storage
2 Disk Management Help
Fly Services and Applications
« 1 | || ] )
Set the user's password.
| — - —— )
e Read the text in the window.
e C(Click on Proceed when ready
Set Password for Administrator o %]

4 Resetting this password might cause imeversible loss of information for this user account. |
For security reasons, Windows protects certain information by making it impossible to
access if the user's password is reset.

This data loss will occur the next time the user logs off.

You should use this command only if a user has forgotten his or her password and does
not have a password reset disk. If this user has created a password reset disk, then he or
she should use that disk to set the password.

If the user knows the password and wants to change it, he or she should log in, then
press CTRL+ALT+DELETE and click Change Password.

For additional information, click Help.

| Poceed | [ Cancel | [ Heb |
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e Type in the new password and confirm it in the box below. Click OK when done

{ @ R R

Set Password for Administrator

New password: sssssscee
Confirm password: ssessscee

/i, K you click OK, the following will occur:

This user account will immediately lose access to all of its encrypted
files, stored passwords, and personal security certfficates.

If you click Cancel, the password will not be changed and no data loss wil
occur.

OK || Cancel

w 4

e Click OK. Done!

HOW TO SET UP A STANDARD ACCOUNT FOR ALL USERS

WINDOWS VISTA & WINDOWS 7

e Login using the administrator account you created.
e Follow the instructions for creating an administrator.
e When naming the account and choosing the account type, select Standard account.
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